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1. Overall Description:

SA3 has been discussing the protection of PC5-S and PC5-RRC messages for NR Unicast and have made some assumptions on the needed protection for messages. SA3 would like to check these assumptions with RAN2, SA2 and CT1 in order to make further progress on their work. 
SA3 want to have the principle, all messages should be protected except those needed for either security set-up or that are needed to be sent before security set-up and once security is established all message shall be sent protected. 

For the PC5-RRC messages, SA3 have made the following assumption:

Assumption 1: The PC5-RRC signalling for AS-layer configuration shall only be sent after security has been established.

RAN2 are asked to inform SA3 if they disagree with the above assumption.  
For the non-security PC5-S messages, SA3 have made the following assumptions:
Assumption 2: Direct Communication Request can be sent unprotected. Its contents should be restricted to information needed to establish security between the UEs.
Assumption 3: The PC5-S message related to link identifier update and layer-2 link modification shall only be sent protected.

Assumption 4: The layer-2 link release procedure shall only be sent protected.

Clearly the Direct Communication Request needs to be sent before security is established and hence can be sent unprotected. 
SA3 ask SA2 and CT1 what information is needed in this message to enable the establishment of security and if SA2 or CT1 see any issue with moving the other information to a latter message (probably one similar to a NAS Security Mode Complete) that is sent before Direct Communication Accept. This would be similar to the initial NAS security for 5G.
It is not clear whether the layer-2 link release needs to be sent before security establishment.  If it is needed before security is established, then in such a case it would be possible to send it without protection.
SA2 and CT1 are asked to inform SA3 if the disagree with assumptions 2 to 4 and to provide feedback on the issue of moving information from the Direct Communication Request messages.
2. Actions:

To SA2, CT1 and RAN2
ACTION: 
SA3 kindly requests SA2, RAN2 and CT1 to take the above into account and provide feedback as requested above.
3. Date of Next TSG-SA WG5 Meetings:

SA3#97
18-22 November 2019
Reno, Nevada, US
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10 – 14 February 2020
TBD, China
